
Real-time Evaluation of Relay
Protection System Status

for Smart Grid:
A Fusion Model of Digital Twin

and Deep Transfer Learning

Zhong-liang Xie1,∗ and Tian-xiong Huang2

1GuangZhou DongKe Electric Limited Company, Guangzhou, Guangdong 510700,
China
2China Yangtze Power Co., Ltd. Wudongde Hydropower Plant, Yunnan Kunming,
651580 China
E-mail: Xie ZLwork@outlook.com
∗Corresponding Author

Received 09 January 2026; Accepted 19 February 2026

Abstract

To address issues in traditional relay protection system state evaluation, such
as insufficient training samples, lagging results, and manual setting man-
agement, this study proposes a real-time state evaluation model integrating
digital twin and deep transfer learning. A high-fidelity digital twin system is
constructed to establish bidirectional mapping and dynamic updates between
the physical system and virtual twin. A sparse stacked autoencoder extracts
discriminative features, and an online adaptation strategy based on deep
transfer learning enables continuous self-optimization with streaming data.
Experimental results show an overall accuracy of 98.2%, weighted F1-score
of 0.978, and average evaluation delay reduced to 1.5 minutes. The intelligent
setting management platform improves verification and download efficiency

Strategic Planning for Energy and the Environment, Vol. 45 2, 589–614.
doi: 10.13052/spee1048-5236.45212
© 2026 River Publishers



590 Zhong-liang Xie and Tian-xiong Huang

by 60% and 40% respectively, with error rate decreasing from 10.2% to
0.22%. The framework enables minute-level real-time evaluation, predictive
maintenance, and closed-loop operation, providing a reliable approach for
building resilient and smart grids.

Keywords: Relay protection, digital twin, deep transfer learning, sparse
autoencoder, real-time state evaluation, intelligent setting management.

1 Introduction

With the large-scale grid integration of renewable energy and increasingly
complex load characteristics, modern power systems are undergoing pro-
found transformation, and their safe and stable operation puts forward higher
requirements for the reliability, quickness and adaptability of relay protection
systems. As the first line of defense for power grid security, the relay protec-
tion system’s condition evaluation and intelligent operation and maintenance
have become core issues in constructing smart grids and power grid mod-
ernization [1]. The traditional operation and maintenance model is highly
dependent on regular maintenance and manual experience. It has problems
such as lagging status perception, low efficiency of fixed-value management,
and difficulties in cross-system collaboration. It is difficult to meet the needs
of real-time dynamic regulation and lean management of the power system. In
recent years, digital twin technology and artificial intelligence methods have
shown great potential in the field of power equipment condition monitoring.
Yao Z et al. proposed a relay protection mirror operation scheme based
on digital twins to solve the high cost of relying on physical devices in
traditional relay protection research, as well as the shortcomings of existing
digital twin applications in real-time interaction, logical transparency, inter-
face standardization, and human-computer interaction. Taking the 110 kV
double-bus double-section busbar protection as an example for verification,
the twin protection in this scheme had the same action behavior and external
characteristics as the actual protection device [2]. Khan M M S et al. proposed
a real-time network attack location method based on digital twins to solve
the rapid location of false data injection attacks in distribution networks.
This method used digital twins to build a reference model and combined it
with the radial physical characteristics of the distribution network to accu-
rately locate the location of the attack. The results showed that this method
could effectively locate attacks in various operating scenarios [3]. Mani D
et al. proposed a closed-loop relay protection test solution based on digital
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twin technology to solve traditional relay protection test methods that are
time-consuming, high-cost and dependent on on-site personnel. The results
showed that this method significantly shortened the test time and improved
the verification accuracy compared with traditional methods, while providing
a new standard for remote diagnosis and integrated applications [4]. Najar
A et al. proposed a microgrid fault protection scheme that combined multi-
agent protection and deep learning to solve the failure problem of traditional
protection methods caused by the randomness and topological variability of
distributed power sources. This solution used multi-agent to quickly detect
and isolate faults, and used discrete wavelet transform and deep neural
network to locate faults. The results showed that this method could achieve
high-precision fault detection, location and isolation under various operating
conditions of microgrids [5].

Existing research demonstrates the potential of digital twin and AI
in specific relay protection applications, yet it primarily focuses on iso-
lated scenario-based implementations without establishing a systematic data
fusion and interaction framework for panoramic secondary systems and
multi-device coordination. It also fails to address cross-system collaboration
challenges caused by data silos and protocol heterogeneity. Moreover, most
methods rely on offline historical or simulated data, lacking mechanisms
for continuous model updating with real-time streaming data, which hinders
adaptation to dynamic environments and genuine real-time state awareness
and collaborative decision-making. In addition, in the field of relay protec-
tion, existing research mostly focuses on fault diagnosis of a single device
or off-line verification of fixed-values. Although it has improved operation
and maintenance efficiency, the following limitations still exist: (1) Mod-
els mostly rely on historical offline data training, making it difficult to
achieve real-time evaluation and dynamic update of status; (2) There is a
lack of multi-device, cross-level panoramic data fusion and unified modeling
framework for secondary systems; (3) Insufficient attention is paid to sam-
ple imbalance, resulting in limited identification performance for minority
states. Therefore, the study proposes a fusion model combining digital twin-
driven real-time status evaluation and Deep Transfer Learning (DTL) for
relay protection system status. It aims to build a technical system that can
accurately assess the status of the relay protection system in real-time and
support predictive maintenance and intelligent decision-making to improve
the resilience and reliability of the power grid in complex operating environ-
ments. The innovation points of the research are: (1) realizing panoramic data
aggregation and closed-loop control by building a unified data architecture
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and fixed-value intelligent operation and maintenance platform for secondary
systems; (2) designing a state evaluation model based on Stacked Sparse
Auto-Encoder (SSAE), introducing a DTL strategy, and using real-time
data to dynamically update the model to achieve two-way interaction and
continuous optimization of physical entities and digital twins.

2 Methods and Materials

2.1 Construction of Relay Protection System Data Architecture
and Fixed-value Intelligent Operation and Maintenance
Platform

The relay protection system data of smart substations is characterized by
multi-source heterogeneity and rapid growth, covering multiple independent
systems such as factory data, configuration files, operation management,
online monitoring, and team records. The data formats are diverse and the
correlations are complex. The traditional decentralized management model is
difficult to effectively integrate information, which restricts the development
of advanced services such as fixed-value closed-loop management and real-
time status sensing. To solve the above problems, it is necessary to build
a unified relay protection system data architecture. A fixed-value intelligent
operation and maintenance platform is designed. The core of the data unified
architecture is to establish a panoramic data model with secondary equipment
as the main body, as shown in Figure 1.

As shown in Figure 1, the panoramic data model integrates multi-
dimensional data modules such as equipment ledgers, topological relation-
ships, defect records, and operation information to provide a standardized
data basis for upper-layer applications. A corresponding data collection sys-
tem is designed, which is deployed at the station control layer. Through
the front-end collection, message collection and secondary loop collection
modules, the device and link status, online message verification and smart
substation configuration description file analysis are respectively obtained to
achieve all-round data coverage of the protection system from physical to
network, from static to dynamic [6, 7]. To enhance the automation and closed-
loop control capabilities of fixed-value management, the research further
designs and implements an operation and maintenance platform relying on
cloud-edge collaborative architecture. Its composition structure is shown in
Figure 2.
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Figure 1 Schematic diagram of panoramic data model.

Figure 2 Schematic diagram of fixed-value intelligent operation and maintenance platform.
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As shown in Figure 2, the platform architecture is divided into two parts:
the cloud and the edge. The cloud-integrated dispatching end business system
is responsible for setting value template management, comparison model
maintenance, and task issuance and aggregation. The edge side uses portable
operation and maintenance terminals as carriers to connect the cloud and
on-site protection devices, forming a closed-loop management and control
model of “scheduling end-cloud platform-portable terminal-protection equip-
ment” [8]. The terminal adopts a modular design and has functions such as
data collection, protocol analysis, edge computing and secure interaction. It
can read the device setting value through the network or serial port, or enter
the paper setting value sheet through a high-speed camera, and uniformly
convert it into a standard format [9, 10]. During fixed-value comparison, the
terminal compares the source order and the on-site order according to the
standard fixed-value order format. If inconsistencies are found and need to be
downloaded, the download will be executed and reviewed after confirmation
to ensure that the on-site settings are consistent with the dispatch instructions.
All operation logs are sent back to the cloud, making the entire process
traceable and auditable.

2.2 Design of State Evaluation Model Based on Digital Twin

On the basis of uniformly aggregating relay protection system data and fixed-
value intelligent closed-loop management and control, to further extend the
value of data to the field of equipment health management, an intelligent
analysis model that can accurately reflect the system operating status in
real-time and support predictive maintenance is built. Therefore, the study
proposes a state evaluation model based on digital twin drive, as shown in
Figure 3.

As shown in Figure 3, the core of this model is to build a high-fidelity
digital twin of the physical protection system. Through data fusion and
simulation optimization capabilities, a deep feature extraction and status
classification framework is designed to overcome the evaluation lag prob-
lem caused by traditional methods relying on offline data. The model is
constructed based on a set of evaluation indicators that comprehensively
reflect the health of the system. It focuses on the core functions and mon-
itoring feasibility of the secondary system of the substation, and selects
indicators from multiple dimensions such as reliability, performance, familial
defects, operating years, and environmental adaptability to form a normal-
ized multi-dimensional state vector as input. The system operating status
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Figure 3 Schematic diagram of state evaluation model (Image source: https://colorhub.me/
photos/3VEO2;https://colorhub.me/photos/wGOla).

is divided into four levels: “good”, “normal”, “attention” and “danger”, as
classification targets [11, 12]. To automatically extract effective features from
high-dimensional nonlinear noisy data, the study uses SSAE as the basic deep
learning architecture, as shown in Figure 4.

From Figure 4, SSAE is composed of multiple Sparse Auto-Encoder,
(SAE) stacked layer-by-layer. Its basic unit learns the compressed feature
representation of the input data through the encoding and decoding process.
The encoding and decoding process can be expressed as formula (1).{

h = σ(W(1)x+ b(1))

x̂ = σ(W(2)h+ b(2))
(1)

In formula (1), x is the input state vector. h is the hidden layer fea-
ture vector. x̂ is the reconstruction vector. W(1), b(1), W(2) and b(2) are
encoding and decoding parameters, respectively. σ is the nonlinear activation
function [13]. A sparsity penalty term is introduced in the loss function of
each SAE, which can constrain the average activity of hidden layer neurons,

https://colorhub.me/photos/3VEO2; https://colorhub.me/photos/wGOla
https://colorhub.me/photos/3VEO2; https://colorhub.me/photos/wGOla
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Figure 4 Schematic diagram of SSAE.

allowing the network to learn more discriminative sparse features in the
data. The sparsity penalty term is implemented by adding a constraint based
on the KL divergence between the average neuron activation and a target
sparse value to the loss function. This encourages only a subset of key
neurons to activate during training, leading to sparse data representation. This
mechanism not only mimics efficient biological neural processing but also
forces the network to learn more discriminative features while suppressing
noise and redundancy, thereby improving feature representation, reducing
overfitting, and enhancing model generalization [14].

Multiple pre-trained SAEs are stacked layer by layer, and the output of
the bottom SAE is used as the input of the upper SAE, ultimately forming
a deep feature extraction network. In SSAE design, the choice of sparsity
penalty coefficient critically influences feature discriminability and model
generalization. Sensitivity analysis via grid search over {0.01, 0.05, 0.1, 0.2,
0.5} showed that overly small coefficients lead to redundant features and
poor minority-class recognition, while excessively large coefficients suppress
meaningful feature learning. A coefficient of 0.05 achieved the best balance
on the validation set. After completing the unsupervised layer-by-layer pre-
training of SSAE, a Softmax classifier is connected to the top to form a
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Figure 5 Schematic diagram of DTL strategy.

complete deep state evaluation model. At this time, the historical status data
judged by experts are used to perform supervised global fine-tuning of the
network. All weight parameters of the network are optimized by minimizing
the cross-entropy loss between the predicted state probability distribution and
the true label. Finally, when the model is deployed in the digital twin, it can
achieve deep feature abstraction of the input status indicator vector, output the
probability that it belongs to each status level, and complete the preliminary
status evaluation.

2.3 Real-time Update Strategy Based on DTL

Although the digital twin state evaluation model based on SSAE has powerful
feature extraction capabilities, its essence is a static model trained based
on historical data, which is difficult to adapt to the dynamic changes in
working conditions and the gradual deterioration of equipment status in the
actual operation of the relay protection system. In addition, most protective
equipment is in a normal state during actual operation, and samples of
abnormal states such as “attention” and “danger” are extremely rare, resulting
in serious class imbalance in real-time monitoring data. Directly using these
data to retrain the model can easily lead to overfitting, thereby weakening
the model’s ability to identify minority class states. In this regard, the study
introduces the DTL strategy to build a model online update mechanism
that uses twin historical data as the knowledge source and physical entity
real-time data as the driving target, as shown in Figure 5.

As shown in Figure 5, the core of this strategy is to transfer the SSAE
model knowledge trained on historical twin data (source domain) to a new
model oriented to real-time monitoring data (target domain), and achieve
rapid model adaptation by minimizing the distribution difference between the
source domain and the target domain. The specific method is to introduce an
adaptation layer between the top feature layer of pre-trained SSAE and the
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Softmax classification layer, learn the feature mapping transformation, and
align the feature distribution of real-time data with historical data [15, 16]. To
measure and reduce distribution differences, the Maximum Mean Difference
(MMD) is used as the distribution distance measurement criterion. The MMD
square distance between the source domain sample set Xs and the target
domain sample set Xt can be estimated by formula (2).

MMD2(Xs,Xt) =

∥∥∥∥∥∥ 1

ns

ns∑
i=1

ϕ(xsi )−
1

nt

nt∑
j=1

ϕ(xtj)

∥∥∥∥∥∥
2

H

(2)

In formula (2), Xt is the nonlinear transformation that maps the original
features to RKHS. ns and nt are the number of samples in the source
domain and target domain, respectively [17]. By introducing the MMD term
into the overall loss function of the model, the model is forced to reduce
the distribution difference between historical and real-time data in the deep
feature space while optimizing the classification accuracy [18]. The overall
loss function JDTL to construct the DTL model for real-time updating can be
defined as formula (3).

JDTL(Θ) = Lc(XL,Y) + λ ·MMD2(Xs,Xt) (3)

In formula (3), Lc represents the classification cross-entropy loss cal-
culated based on a small amount of labeled data (XL,Y) in the source
domain, which is used to maintain the original state discrimination ability
of the model [19]. Θ represents all trainable parameters in the model. λ is
a positive trade-off parameter used to adjust the relative importance between
classification loss and distribution adaptation loss. During the update process,
the real-time monitoring data stream generated by the physical entity is
continuously input into the DTL model, as shown in Figure 6.

From Figure 6, the model extracts features and calculates losses through
forward propagation, and then updates the adaptation layer and upper net-
work parameters through the back propagation algorithm. The underlying
feature extraction parameters in SSAE carry general feature knowledge
related to device status and can be fine-tuned or partially frozen using a
smaller learning rate to prevent catastrophic forgetting on a small amount
of unbalanced real-time data. Based on this process, the model can complete
progressive online learning and parameter updates driven by real-time data.
Ultimately, through the DTL strategy, the state evaluation model in the digital
twin is no longer static, but becomes an intelligent agent that can dynamically
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Figure 6 Schematic diagram of the update process.

evolve and self-adjust as the physical entity’s operating data continues to
flow in.

3 Results

This section validates the proposed SSAE+DTL fusion model and compares
its performance using public datasets and a digital twin simulation platform.
Through controlled operational conditions, the model’s feature extraction,
real-time updating, and robustness are systematically evaluated. It should
be noted that simulation focuses on algorithmic logic verification, reflecting
the method’s potential under ideal data conditions; actual deployment per-
formance may differ due to engineering factors such as hardware capability,
network latency, data quality, and device heterogeneity. Section 3.2 will fur-
ther assess the system’s comprehensive performance based on real substation
deployment data.

3.1 Verification of Synergistic Effectiveness of State Evaluation
and Transfer Learning Models

To verify the synergistic effectiveness of the proposed model (hereinafter
referred to as SSAE+DTL), the research builds an experimental environment
based on public data and simulation platforms. Historical data comes from the
IEEE PES test data set and the UCI power transformer fault data set, which
are used to construct about 150,000 samples, and the “attention” and “danger”
category samples are enhanced through the NASA bearing fault data set to
alleviate the imbalance problem. To enable effective use of multi-source het-
erogeneous data within a unified evaluation framework, this study performed
standardized preprocessing on all raw data: first, extracting raw features (e.g.,
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electrical waveform characteristics, operating temperature, historical defect
frequency, operation year coefficient) based on the panoramic data model
and evaluation index set; next, applying min-max normalization to scale
all features to the [0,1] range, eliminating unit and magnitude differences;
finally, combining processed multidimensional features into a state indicator
vector reflecting dimensions such as “reliability,” “performance,” “familial
defects,” “operation years,” and “environmental adaptability,” in line with
system logic and expert knowledge. Although the data originate from differ-
ent devices and operating contexts, the health degradation mechanisms and
state evolution patterns they reflect share commonality in secondary system
state evaluation. By aligning data distributions and focusing on system-
level health representation, this cross-source fusion strategy not only expands
sample diversity – especially for key minority classes – but also provides a
foundation for models to learn more generalizable discriminative features.
Subsequent deep transfer learning will further calibrate potential domain
shifts caused by data source differences, ensuring the model’s generalization
in real target scenarios.

Real-time data is generated by the digital twin platform jointly built by
OpenDSS and PandaPower to simulate dynamic working conditions includ-
ing distributed energy sources and load fluctuations. The injection frequency
is once per minute. In terms of model, SSAE uses three hidden layers (128-
64-32), a sparsity penalty coefficient of 0.05, and the Adam optimizer (learn-
ing rate 0.001) for initial training. The DTL stage introduces an adaptation
layer with a dimension of 16, based on the Gaussian kernel MMD alignment
distribution, with a trade-off parameter λ = 0.3. An incremental update is
triggered every 100 pieces of real-time data received, and the underlying
parameters are partially frozen to avoid catastrophic forgetting. The optimal
model update frequency was determined by evaluating intervals of 50, 100,
200, and 500 data entries. Too frequent updates (every 50 entries) increase
susceptibility to noise and parameter oscillation, while longer intervals (every
500) introduce unacceptable latency. Balancing responsiveness and stability,
an interval of 100 entries was selected for incremental updates. Future work
will explore adaptive triggering based on data distribution changes to han-
dle abrupt operational shifts. The experiment first tested the classification
accuracy of different state evaluation models, as shown in Table 1.

From Table 1, the recognition accuracy of the SSAE static model in the
four status categories of “good”, “normal”, “attention” and “danger” was
98.8%, 97.5%, 80.2% and 73.4%, respectively, the overall accuracy was
96.1%, and the weighted F1-score was 0.958, which were better than those
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Table 1 Comparison of classification accuracy of different state evaluation models
Good Normal Attention Danger Overall Weighted

Model Category (%) (%) (%) (%) Accuracy (%) F1-Score
Logistic Regression 96.5 94.2 65.3 52.1 92.8 0.912
SVM 97.1 95.8 68.4 56.7 93.5 0.924
RF 98.0 96.5 72.1 61.3 94.7 0.938
Deep Auto-encoder 98.3 97.0 76.5 68.9 95.2 0.946
SSAE 98.8 97.5 80.2 73.4 96.1 0.958
SSAE+DTL 99.1 98 84.6 79.8 98.2 0.978

Table 2 Performance metrics comparison for key minority classes (%)
Model Category State Recall Precision Specificity
Logistic Regression Attention 65.3 70.1 99.2

Danger 52.1 58.6 99.4
Support Vector Machine Attention 68.4 72.9 99.3

Danger 56.7 62.3 99.5
Random Forest Attention 72.1 76.8 99.4

Danger 61.3 68.4 99.6
Deep Autoencoder Attention 76.5 80.2 99.5

Danger 68.9 75.1 99.7
SSAE Attention 80.2 83.6 99.6

Danger 73.4 79.5 99.8
SSAE+DTL Attention 84.6 88.9 99.7

Danger 79.8 85.2 99.9

of traditional logistic regression, Support Vector Machine (SVM), Random
Forest (RF) and ordinary deep auto-encoder and other comparative models.
After further introducing the DTL dynamic update mechanism, the model’s
recognition performance in each state category was further improved, with
an overall accuracy of 98.2% and a weighted F1-score of 0.978, indicating
that the SSAE+DTL has obvious advantages in handling sample imbalance
problems and can adapt to changes in real-time data distribution through
continuous learning.

Due to the extremely low tolerance for false negatives and false positives
in relay protection systems – especially for “Attention” and “Danger” states –
overall accuracy and weighted F1 score are insufficient for evaluating model
performance under class imbalance. Therefore, this study further computed
recall, precision, and specificity for these two key minority classes across
SSAE+DTL and comparative models, as shown in Table 2.
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Table 3 Quantitative comparison of inter-domain distribution differences before and after
deep transfer learning
Evaluation Stage MMD Distance Qualitative Description of Feature Space Alignment
Before Transfer 0.152 Significant separation between source and target

domain feature distributions, indicating notable
domain shift.

After Transfer 0.038 Highly overlapping feature distributions between
domains, demonstrating significant alignment effect.

As shown in Table 2, the SSAE+DTL model achieved superior recall
(79.8%) and precision (85.2%) for the “Danger” state compared to other
models, benefiting from enhanced feature extraction and domain adaptation
for minority classes. Additionally, the model demonstrated high specificity
(above 99.5%) for both abnormal states, effectively reducing false alarms
and unnecessary equipment outages by avoiding misclassification of normal
conditions. These results indicate that the proposed model achieves a better
balance between minority-class detection and false alarm control, aligning
with the high reliability and safety requirements of relay protection systems.

To quantify the distribution difference between source and target domains
and evaluate the feature alignment effect of DTL, this study used Maxi-
mum Mean Discrepancy (MMD) as the distance metric, calculating MMD
before and after alignment (Table 3). t-SNE visualization of high-level
features further revealed that, before DTL, feature points from the two
domains were clearly separated; after DTL, they exhibited significant overlap,
demonstrating effective alignment.

The above quantitative and visual evaluation results show that the DTL
strategy effectively reduces the distribution difference between historical data
and real-time data in the deep feature space, providing direct evidence that the
strategy can significantly improve the generalization performance and state
recognition accuracy of the model in the target domain. Next, the experiment
tested the real-time performance of the model, as shown in Figure 7.

From Figure 7, the maximum lag time of the traditional offline periodic
evaluation method was 360 min and the average lag time was 180 min, which
cannot achieve minute-level response. The maximum lag time of the online
monitoring without model updates was 30 minutes, the average lag time was
15 minutes, and the minute-level achievement ratio was 65%. The maximum
lag time of the SSAE-based state model was 10 minutes, the average lag time
was 5 minutes, and the minute-level achievement ratio was 92%. In contrast,
the proposed SSAE+DTL performed best in real-time performance, with a
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Figure 7 Comparison of the average lag time and the percentage of minutes achieved by
different evaluation methods.

maximum lag time of only 3 minutes, an average lag time of 1.5 minutes, and
a minute-level achievement ratio of 99.5%, achieving minute-level real-time
feedback. This result shows that the SSAE+DTL has obvious advantages in
the timeliness of condition evaluation. In addition, the study also tested the
robustness performance of the model under different working conditions, as
shown in Figure 8.

The operational conditions in Figure 8 are defined as follows: (1) Nor-
mal load fluctuation: load varies within ±15% of rated capacity with no
distributed generation; (2) High renewable energy penetration: PV and wind
power account for 60% of total load, with PV output following a typical solar
curve and wind power based on Weibull-distributed randomness, both inte-
grated via inverters; (3) Transient communication anomalies: random packet
loss (5%–10%) or short interruptions (30–60 s) in the station control network;
(4) Concurrent mild multi-device faults: injection of three independent minor
abnormal signals (e.g., sampling deviations, contact jitter) into busbar, line,
and transformer protection circuits to simulate multiple soft faults. From
Figure 8, under normal load fluctuations, the accuracy of the SSAE+DTL
reached 98.0%, which was better than that of traditional SVM (93.2%),
RF (94.5%) and standard auto-encoder (95.0%). In high renewable energy
penetration scenario, the accuracy of the SSAE+DTL was 95.8%, which
was 5.7%–8.2% higher than that of comparison methods. When an instan-
taneous instantaneous abnormality occurred in the communication network,
the SSAE+DTL still maintained an accuracy of 94.2%, which was higher
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Figure 8 Comparison of state evaluation accuracy of various models under complex working
conditions.

than that of other methods. Under complex working conditions where mul-
tiple devices have concurrent mild failures, the model accuracy was 93.5%,
11.2% higher than that of traditional SVM, reflecting stronger environmen-
tal adaptability and system resilience. In summary, the SSAE+DTL shows
better accuracy and robustness under different complex working conditions.
Finally, the experiment tested the efficiency improvement of the fixed-value
intelligent operation and maintenance platform, as shown in Table 4.

From Table 4, the fixed-value intelligent operation and maintenance plat-
form increased the efficiency of fixed-value single verification by 60%, the
efficiency of on-site entry and verification settings by 60%, and the efficiency
of fixed-value download execution and confirmation by 40%. The review
and feedback efficiency increased by 73.3%, and the whole-process logging
and archiving efficiency increased by 86.7%. The average error rate in each
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Table 4 Comparison of efficiency improvement of fixed-value intelligent operation and
maintenance platforms

Operation Process

Traditional
Manual
Average

Time (min)

Intelligent
Platform
Average

Time (min)

Efficiency
Improvement

(%)

Manual
Error
Rate
(%)

Platform
Error

Rate (%)
Manual Verification
of Setting List

25 10 60 8.2 0.5

On-site Entry and
Verification Settings

20 8 60 12.5 0.3

Download Execution
and Confirmation

30 18 40 5.8 0.2

Review and
Feedback

15 4 73.3 6.4 0.1

Whole-process
Logging and
Archiving

15 2 86.7 18.3 0

link dropped from 10.2% for manual operations to 0.22% for the platform.
The platform achieves synergistic improvements in efficiency and reliability.
Based on this result, it can be considered that the SSAE+DTL has greatly
optimized the efficiency and accuracy of the entire fixed-value operation and
maintenance process.

3.2 Practical Application Effects of Relay Protection Systems

The study deployed experimental systems in three 220 kV smart substations
affiliated to a provincial electric power company, and carried out a six-month
on-site operation verification. The experimental system covers 12 sets of
mainstream relay protection devices including line protection, transformer
protection and busbar protection, and is connected to secondary equipment
such as station merging units, intelligent terminals and synchronized clocks.
During the test, the system continuously collected equipment status monitor-
ing data, network messages and fixed-value operation logs, and synchronized
the data to the cloud digital twin platform in real-time through the power
private network. The on-site operating conditions cover multiple time periods
including normal working conditions, spring maintenance period, summer
load peak, and high renewable energy penetration in autumn to fully reflect
the performance of the model in actual complex environments. In the eval-
uation, the study used the manual inspection and regular calibration data of
the same period one year before deployment as the baseline, and conducted
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Figure 9 Comparison between the accuracy rate of state identification and the abnormal
early warning rate in field operation.

comparative statistics within the same time window. The results are shown in
Figure 9.

Figure 9(a) shows the accuracy results of the operating status evalua-
tion. The overall state recognition accuracy of the system integrating the
SSAE+DTL reached 98.6%, which was 9.1% and 6.5% higher than that of
the manual periodic calibration (89.5%) and the traditional online monitoring
system (92.1%), respectively. Figure 9(b) shows the results of the abnormal
status early warning rate. The abnormal status early warning rate of the
SSAE+DTL was 94.7%, which was significantly higher than that of the
manual periodic calibration (65.2%) and the traditional system (78.4%). It
shows that after integrating SSAE+DTL, the system has better status sensing
and early warning capabilities in practical applications. Next, the on-site
value-setting operation and maintenance efficiency was collected, as shown
in Figure 10.

From Figure 10, in terms of efficiency and reliability of fixed-value
operation and maintenance, the average time consumption of a single fixed-
value check of the SSAE+DTL was only 9 minutes, which was better than that
of the traditional manual method and the rule-assisted automation system. It
only took 16 minutes on average to download a fixed-value order, which was
significantly shorter than that of the traditional method and the rule-assisted
automation system. The fixed-value closed-loop execution completion rate
reached 99.1%, which was higher than that of the traditional method (82.4%)
and the automated system (93.7%), indicating that the SSAE+DTL has
obvious advantages in improving operation and maintenance efficiency and
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Figure 10 Comparison of fixed value verification, download time and closed loop execution
integrity rate.

execution reliability. Finally, the study examined the overall performance of
the system. The results are shown in Table 5.

From Table 5, the SSAE+DTL showed comprehensive advantages,
including an average failure-free time of 2,500 h, a fault recovery time of
18 minutes, an annual comprehensive operation and maintenance cost of
160,000 yuan, an action accuracy rate in renewable energy scenarios of
97.3%, and a system self-recovery success rate of 96.9%, which were better
than those of traditional modes and IoT monitoring systems.

4 Discussion

To overcome challenges such as insufficient training samples, lagging eval-
uation results, manual value management, and difficulty in cross-system
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Table 5 Multi-dimensional comparison of system core performance
Performance IoT Ours vs Ours vs
Dimension Traditional Monitoring Ours Traditional IoT
Mean Failure-free Time/h 720 1,500 2,500 247.2 66.7
Mean Fault Recovery
Time/min

120 45 18 −85 −60

Annual Comprehensive
Maintenance Cost/10K CNY

24 22.7 16 −33.3 −29.5

Action Accuracy Rate in
Renewable Energy
Scenarios/%

88.5 92.7 97.3 9.9 5

System Self-Recovery
Success Rate/%

68.3 84.5 96.9 41.9 14.7

collaboration in traditional relay protection system status evaluation methods,
a fusion model that combines digital twin-driven real-time status evaluation
and DTL fusion model is proposed to support the real-time perception and
intelligent operation and maintenance capabilities of smart grids. The results
showed that the overall accuracy of status evaluation reached 98.2%, the
weighted F1-score was 0.978, and the average lag was only 1.5 minutes. The
built-in fixed-value intelligent operation and maintenance platform increased
the verification and downloading efficiency by 60% and about 40%, respec-
tively, and the average error rate dropped from 10.2% to 0.22%. During
on-site deployment, the system status identification accuracy rate reached
98.6%, the abnormality warning rate reached 94.7%, the average time for
a single fixed-value check was reduced to 9 minutes, and the closed-loop
execution completeness rate reached 99.1%. Compared with other research
in the same field, the fusion model that integrates digital twin-driven and
DTL shows obvious advantages in real-time evaluation of relay protection
system status and intelligent operation and maintenance. Önder M et al. [20]
proposed a multi-stage cascade machine learning model for smart grid sta-
bility prediction and achieved a high accuracy of 99.9%. However, this
method relies on offline multi-stage processing and is difficult to adapt to
the strong real-time and dynamic evolution requirements of relay protection.
In contrast, the study introduced a DTL mechanism to achieve real-time data-
driven online dynamic updates, which greatly improved the timeliness of
status evaluation and the ability to adapt to imbalanced samples. Mendoza
M A T et al. [21] proposed a voltage collapse adaptive control scheme
based on digital twins, which improved the voltage stability of the primary
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system. Although this work reflects the potential of digital twins in power
regulation, it does not go into the status evaluation and closed-loop operation
and maintenance of the secondary protection system. On this basis, this study
combines digital twins with DTL to build a real-time status evaluation system
for the entire relay protection chain, realizing fixed-value cloud collabora-
tive closed-loop management, and providing more comprehensive support
in system resilience, operation and maintenance efficiency, and real-time
performance. In summary, the model proposed in this study provides key
technical support for constructing power grid modernization and intelligent
operation and maintenance systems.

While field validation of this study showed positive results, limitations
remain. The validation was conducted in only three 220 kV substations, with
limited device types, manufacturer models, and operational scenarios, result-
ing in a relatively small sample size. Consequently, the model’s adaptability
and robustness across broader voltage levels, heterogeneous equipment, and
extreme or rare conditions have not been fully verified. Therefore, extrap-
olating current findings to grid-wide, all-type protection systems requires
caution. Future work should include large-scale validation across more volt-
age levels, device types, and extended real-world operation to further confirm
generalizability and engineering practicality, facilitating broader technology
adoption.

5 Conclusion

The fusion model that integrates digital twin-driven and DTL for relay protec-
tion status evaluation has successfully achieved real-time accurate perception
and closed-loop intelligent operation and maintenance. By constructing a
two-way interaction mechanism and a continuous adaptive learning process
between physical entities and digital twins, the model can greatly improve
the dynamic adaptability and operational resilience of the system in com-
plex scenarios such as high renewable energy penetration and severe load
fluctuations. This achievement not only promotes the intelligent paradigm
shift of the relay protection operation and maintenance model from “regular
maintenance and manual intervention” to “data-driven, real-time warning,
and active protection”, but also provides key theoretical support and technical
implementation path for constructing a modern smart grid with high relia-
bility, strong self-healing ability and wide compatibility, and has important
engineering application value and industry promotion prospects.
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